The UK’s Fraud Prevention Community

CAN DIGITAL ID HELP TO BEAT THE FRAUDSTER?



We are the UK’s Fraud Prevention Community

We are a trusted not-for-profit membership organisation bringing
together a vast network of organisations to prevent fraud.



Our Mission

Is to lead the fight against fraud by;
Building the largest data, intelligence and knowledge sharing community,

Using the power of that community to protect organisations and individuals
from the harm caused by fraud; and

Creating an environment where fraud doesn't pay.




In the last 12 months...
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Over

£1.5 billion

in fraudulent conduct
prevented

£200+

in fraudulent conduct
prevented for every £1
spent on membership

Over

371,000

records of fraudulent
conduct recorded

Over

7,500

matches by members
to images using our
Facial Matching tool

Over

300

fraud threats shared
with our members

Over

60

exclusive events and
webinars for members

Over

49 million

direct searches of our
databases

Delegates from

120

organisations trained
by the Cifas Fraud and
Cyber Academy

/Cifas membership\

National Fraud Database
members

Internal Fraud Database
members

Growth in membership in

\ the last year /
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Can Digital Identity help
to beat the Fraudster?

YES



>

but...

Fraud always, evolves quicker than industry reacts
and attacks weak:links



ot 4 Key Risks

1. ' Hard to verify Identity securely
2., . Fraudulently Obtained Genuine Documents
3. Consumer not informed when their Identity is used

4. No regulatory incentive to investigate and share
fraudulent conduct’- Public/Private



What could we do?
1. MAKE IT EASIER TO VERIFY IDENTITY




What could we do?

2. FRAUDULENTLY OBTAINED GENUINE DOCUMENTS (FOGS)
000

Response to a recent Freedom of Information request by UKIFA

The number of UK passports reported lost to HMPO by passport holders in the past
5 years from 31 October 2022 was 1,472,486

That's an average of 294,497 lost passports every year
2,035 of which were lost by courier in the UK
583 of which were lost by International Secure Delivery




Cyber crime group Hades offering about 40.000 passports, 20.000 Swiss

ones and 20.000 German ones.
Other countries are also affected.

The total is 1,346,600 passports available for sale.
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i ALL PRIVATE DATABASE ON VIP CHANNEL

¥ GERMANY PASSPORT AND ID CARDS

N TYPE OF LEAK : PRIVATE COLLECTION
B COUNTRY : GERMANY COUNTRY

)/ DATABASE FORMAT : BACK AND FRONT
B RECORD : 20.400 PASSPORT

1 CONTACT WITH ME : @HADESDATABZ
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&° ALL PRIVATE DATABASE ON VIP CHANNEL

N SWITZERLAND PASSPORTS

N TYPE OF LEAK : PRIVATE COLLECTION
' COUNTRY : SWITZERLAND COUNTRY
W DATABASE FORMAT : BACK AND FRONT
' RECORD : 20.500 PASSPORT

£ CONTACT WITH ME : @HA! 3.
2 132 © 16:14

Discussion started

TomH. - 2nd + Follow

1 Cyber-security avid leader, active researcher,
” advisory board member and international sp...
2d « Edited - ®

Cyber crime group Hades offering about 40.000 passports,
20.000 Swiss ones and 20.000 German ones.

Other countries are also affected.

The total is 1.346.600 passports available for sale.

It is unclear where the data comes from. Yet is shows how
active the cyber crime community is, and how active.

If this is true this would be a serious risk in regards to identity
theft.

India &= - 220.200
Singapore ™ - 110.500
China @ - 410.500
Sweden ¥=- 150.800
Moldova Il - 110.700
Iran == -110.700
Armenia ¥ - 70,100
Nepal & - 40.100
Morocco 8 - 30.700
Switzerland & - 20.500
Tunesia EA - 30.600
Fiji &1 -10.200

Korea e - 10.600
German ™= - 20.400

#CyberCrime #ldentityTheft #PIl #DataPrivacy
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What could we do?
3 =« LOOP THE CONSUMER INTO USE OF THEIR DATA
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“The app will alert you to
any use of your details
online so you can act
immediately if you suspect

fraud.”

COMMERCIAL AND IN CONFIDENCE
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Tuesday, 25 January

Confirm the application for credit with Tesco
Bank is you




What could we do?

4. MORE INCENTIVE TO INVESTIGATE AND
SHARE FRAUDULENT CONDUCT




The UK's Fraud Prevention Community

LEADING THE
FIGHT AGAINST
FRAUD

THANK YOU



